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Course  Computer Science Academic year 2020/2021 

Subject Programming and Security ECTS 4 

Type of course Elective 

Year 2nd/3rd Semester 2nd semester Student Workload: 

Professor(s) José Carlos fonseca, PhD Total 112 Contact 75 

Area Coordinator 

 

José Carlos Fonseca, PhD 

 

 

1. LEARNING OBJECTIVES 

Upon completion of the UC, students should be able to: 

1. Develop software in accordance with national law and international standards for 

software security 

2. Know how to use a secure software development lifecycle 

3. Identify the most common software threats, vulnerabilities and attacks 

4. Use various types of encryption to enhance software security 

2. PROGRAMME 

1. Software security and information security 

2. Security legislation 

3. International standards for safety certification 

a. ISO / IEC 27001 

b. PCI-DSS 

c. NIST 

d. Common Criteria 

4. The most common threats, vulnerabilities and attacks 

Planned 
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a. XSS 

b. buffer overflow 

c. SQL Injection 

d. other 

5. Encryption 

a. Symmetric 

b. Stream 

c. Secure encryption keys exchange using Diffie-Hellman 

d. Asymmetric 

e. Hashing 

f. Digital certificates 

3. COHERENCE BETWEEN PROGRAMME AND OBJECTIVES 

1. Contents 1, 3 and 4 are consistent with Objective 1 because they focus on key aspects 

of security, current Portuguese law and international standards of software security. 

2. Content 2 is consistent with Objective 2 because it focuses on the secure software 

development lifecycles used by the in the industry. 

3. Content 4 is consistent with Objective 3 because it focuses on the most common 

software threats, vulnerabilities and attacks, how they manifest and how they can be 

minimized. 

4. Content 5 is consistent with Objective 4 because it focuses on the techniques and 

encryption algorithms and their application in software development. 

4. MAIN BIBLIOGRAPHY  

Mandatory: 

1. Lecture notes provided by the teachers 
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2. Whitman, M. e Mattord, H. (2011), Principles of Information Security, Cengage 

Learning 

3. Gregory, P. (2010), CISSP Guide to Security Essentials, Cengage Learning 

4. Dafydd Stuttard, Marcus Pinto, (2011), The Web Application Hacker’s Handbook, 2nd 

edition, Wiley Publishing, Inc. 

5. Michael Howard, David LeBlanc, (2003), Writing Secure Code, 2nd edition, Microsoft 

Press 

Recommended: 

1. Miguel Correia, Paulo Sousa, (2017), Segurança no Software, FCA 

2. Michael Howard, David LeBlanc, (2005), 19 Deadly Sins of Software Security: 

Programming Flaws and How to Fix Them, McGraw-Hill/Osborne 

3. William Stallings, (2011), Cryptography and Network Security Principles and Practices, 

5th edition, Prentice Hall 

4. Nuno Carvalho (2009) Organizações e Segurança Informática, Lugar da Palavra 

Editora 

5. Zúquete, A. (2010), Segurança em Redes Informáticas, FCA Editora 

5. TEACHING METHODOLOGIES (INCLUDING EVALUATION) 

Teaching methodologies: 

1. Lecture 

2. Interactive lesson 

3. Problem solving 

4. Project 

Evaluation methodologies: 

Evaluation methodology for all evaluation periods: 
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1. Students must attend at least 1/2 of the class hours to qualify for ongoing assessment 

in this subject. Students with student worker status do not have to meet this 

requirement. 

2. Practice conducted during the semester composed of a set of questions and their 

discussion, and a project that is evaluated only once, with no possibility of extra credit 

to improve the grade attributed. (100%) 

The evaluation methodology was submitted to the competent bodies of the ESTG-IPG, 

according to the regulations. 

6. COHERENCE BETWEEN TEACHING METHODOLOGIES AND OBJECTIVES 

1. Lectures are consistent with the objectives due to the need to provide students with the 

theoretical contents, including the various aspects related to security, legislation and 

regulations. 

2. Interactive Lessons are consistent with the objectives since student/teacher interaction 

helps with learning the concepts in addition to the introduction of new ideas, 

perspectives and solutions that can be applied both in the analysis and in secure 

software development phases, taking into account the external agents and how to 

minimize their effects. 

3. Problem solving is consistent with the objectives since the application of theoretical 

concepts to solve true to life practical exercises related to the study of software security, 

the implementation of appropriate controls, including encryption, in the face of potential 

threats, vulnerabilities and attacks, helps consolidate the concepts, highlighting the 

students’ expertise. 

4. Project development is consistent with the objectives since it covers secure software 

development, through all stages from its conception to its use, requiring the practical 

application of all concepts covered throughout the semester to a realistic and new 

situation. 

7. CONTACTS AND OFFICE HOURS 

Professor José Carlos Fonseca, PhD 

josefonseca@ipg.pt 
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Office # 25 

Office hours: 

Wednesday 09:30 – 11:00 

 

Date: 15/03/2021 

 

 

Professor 

José Carlos Fonseca, PhD 

 


